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GDPR Overview
▪ In the past, individual EU countries each had their own data privacy regulations. The General Data 

Protection Regulation (GDPR) took all those individual country regulations and transformed them 
into one EU-wide regulation

▪ Gives EU citizens and residents individuals control over information concerning them, i.e. their 
personal data

▪ Personal Data Bill of Rights

▪ Adopted on April 27, 2016

▪ Came into force on May 25, 2018

▪ Does it apply to US companies? YES, if you do business with EU citizens or EU residents. 
Disney Land… Bank of America… That McDonalds on the corner where the tourists get their 
breakfast… they all process GDPR-specific data.

▪ Non-compliance can lead to fines. Penalties can be severe:  Failure to protect data can result in 
penalties of:

o The higher of up to €10 million or 2% of the company’s global annual turnover of the previous financial year, 

o The higher of up to €20 million or 4% of the company’s global annual turnover of the previous financial year



There is Only One Regulatory Super Power In The World
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Facebook’s Zuckerberg is such an easy target…

“Squaring his comments with the facts is very hard.” 
– Sen. Richard Blumenthal (D-Conn.) 



It’s Not Just Facebook. Not Even Close.



It’s Not Just Facebook. Not Even Close.

• Allowed Microsoft’s Bing search engine to see the names of virtually all Facebook users’ friends without consent

• Gave Netflix and Spotify the ability to read Facebook users’ private messages

• Permitted Amazon to obtain users’ names and contact information through their friends

• Let Yahoo view streams of friends’ posts as recently as this summer, despite public statements that it had 

stopped that type of sharing years earlier



It’s Not Just Facebook. Not Even Close.

• Allowed Microsoft’s Bing search engine to see the names of virtually all Facebook users’ friends without consent

• Gave Netflix and Spotify the ability to read Facebook users’ private messages

• Permitted Amazon to obtain users’ names and contact information through their friends

• Let Yahoo view streams of friends’ posts as recently as this summer, despite public statements that it had 

stopped that type of sharing years earlier

So weird. He didn’t mention any of this in his testimony to Congress.



Hi Alexa. Uh…..

Upon listening to the files, Schneider discovered they were the recordings of another Alexa user. After 

failing to get in contact with Amazon about the issue, the man brought the files to c’t, where reporters 

were able to piece together who the Alexa user was. Among the files were commands to control Spotify, 

the person’s home thermostat, and alarms. There were also recordings that indicated the Alexa user 

also owned a Fire TV, and that they had a spouse who appeared to live in the home.



How Is The EU Going To Pay For All This?

FINES: Up to €20 million, or 4% of the worldwide annual revenue of the 
prior financial year, whichever is higher.

“How will we pay for all this? 

The fines.”
- Prof. Dr. Udo Helmbrecht, Executive Director of the EU Cybersecurity Agency ENISA 



So Smaller Companies Need To Be Concerned?

Translation: They will be actively going after the “Big Fish” 
in order to pay for this whole regulatory infrastructure

“All companies must covered by the mandate must comply with 

GDPR… We will not be applying the same standards to smaller 

companies as we do to larger ones.”

- Prof. Dr. Udo Helmbrecht, Executive Director of the EU Cybersecurity Agency ENISA 

But if you end up in the news or an EU 
resident lodges a complaint…

Big Fish

Little Fish
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It’s Not Just Europe. CA GDPR Takes Effect In 2020

“These giant corporations know 

absolutely everything about you, 

and you have no rights," he said 

in an interview earlier this week 

outside the state Capitol. "I 

thought, oh, I'd like to find out 

about what these companies know 

about me. Then I thought, well, 

someone should do something 

about that… maybe I'm someone.”

- Alastair Mactaggart



Layers of GDPR

27

❖ Layer 0: Data Inventory 
• Identify and classify personal data with centralized definitions, include 3rd party vendors

❖ Layer 1: Data Risks
• Identify and mitigate data risks

❖ Layer 2: Application Layer 
• Identify and mitigate application risks

❖ Layer 3: User Layer
• Identify and mitigate user access risks, especially on the back end (PAM)

❖ Layer 4: Data Subject Rights
• Create audit trails and reporting for data subject rights in the database

❖ Layer 5: Unstructured Data
• Create audit trails and control access unstructured data – AKA files

❖ Layer 6: Automation
• Automate (as much as possible) data subject access requests

❖ Layer 7: Documentation
• Write all this up with a 6 month, 1 year and 3 year timeline



Layers of GDPR
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❖ Layer 0: Data Inventory 
• Identify and classify personal data with centralized definitions, include 3rd party vendors



EU GDPR
General Data Protection Regulation

Necessity of Data

Document what data you collect and why

1. Consent

2. Contractually necessary

3. Compliance or legal obligation

4. Vital interest of a person (medical)

5. Public good

6. Legitimate interest
A. Data subject is a client or employee

B. Fraud prevention

C. Marketing purposes - does not require consent, must be 
“reasonably expected”
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Cloud and 3rd Part Vendors
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??? How are you going to get those logs?

??? What are the threats?

??? Is all the data that’s being collected necessary?

A lot of 3rd party vendor and cloud agreements are having GDPR language and clauses 

added to them.

Layers of GDPR



Layers of GDPR
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❖ Layer 0: Data Inventory 
• Identify and classify personal data with centralized definitions, include 3rd party vendors

❖ Layer 1: Data Risks
• Identify and mitigate data risks
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What is security?

❖Confidentiality

❖Integrity

❖Availability



Security 101: Layered Security Fundamentals

James T. Reason, University of Manchester, 1990



Security 101: Layered Security Fundamentals



Layers of GDPR
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❖ Layer 0: Data Inventory 
• Identify and classify personal data with centralized definitions, include 3rd party vendors
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• Identify and mitigate data risks

❖ Layer 2: Application Layer 
• Identify and mitigate application risks
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EU & CA GDPR
General Data Protection Regulation

How to comply?

Right To 

Access

Right of 

Erasure

Data 
Portability

Privacy By 

Design
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EU GDPR
General Data Protection Regulation

Right To Access
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Part of the expanded rights of data subjects outlined by the GDPR is the 

right for data subjects to obtain from the data controller confirmation as 

to whether or not personal data concerning them is being processed, 

where and for what purpose. Further, the controller shall provide a copy 

of the personal data, free of charge, in an electronic format.

Initially this will probably be more applicable to FB and such, but when we start talking about 

data mining guest data and such this could be applicable to the Hospitality Industry as well.



EU GDPR
General Data Protection Regulation

Right Of Erasure
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“…entitles the data subject to have the data controller erase his/her personal 

data, cease further dissemination of the data, and potentially have third 

parties halt processing of the data. The conditions for erasure, as outlined in 

article 17, include the data no longer being relevant to original purposes for 

processing, or a data subjects withdrawing consent. It should also be noted 

that this right requires controllers to compare the subjects' rights to "the 

public interest in the availability of the data" when considering such 

requests…”

Data controllers must be able to prove "consent" (opt-in) in plain understandable language. 

Consent may be withdrawn



EU GDPR
General Data Protection Regulation

Data Portability
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“GDPR introduces data portability - the right for a data subject to receive the 

personal data concerning them, which they have previously provided in a 

'commonly use and machine readable format' and have the right to transmit 

that data to another controller.” 

Similar to HIPAA



EU GDPR
General Data Protection Regulation

Privacy By Design
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At it’s core, privacy by design calls for the inclusion of data protection from 

the onset of the designing of systems, rather than an addition. 

For example, encryption and decryption operations must be carried out 

locally, not by remote service, because both keys and data must remain in 

the power of the data owner if any privacy is to be achieved. The report 

specifies that outsourced data storage on remote clouds is practical and 

relatively safe, as long as only the data owner, not the cloud service, holds 

the decryption keys.

Bake it in, don’t bolt it on.
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72 Hours? But, but, but…

Art. 33 GDPR Notification of a personal data breach to the supervisory authority

1.In the case of a personal data breach, the controller shall without undue delay and, where feasible, 

not later than 72 hours after having become aware of it, notify the personal data breach to the 

supervisory authority competent in accordance with Article 55, unless the personal data breach 

is unlikely to result in a risk to the rights and freedoms of natural persons. 

2. Where the notification to the supervisory authority is not made within 72 hours, it shall be 

accompanied by reasons for the delay. The processor shall notify the controller without undue delay 

after becoming aware of a personal data breach.
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Art. 33 GDPR Notification of a personal data breach to the supervisory authority

1.In the case of a personal data breach, the controller shall without undue delay and, where feasible, 

not later than 72 hours after having become aware of it, notify the personal data breach to the 

supervisory authority competent in accordance with Article 55, unless the personal data breach 

is unlikely to result in a risk to the rights and freedoms of natural persons. 

2. Where the notification to the supervisory authority is not made within 72 hours, it shall be 

accompanied by reasons for the delay. The processor shall notify the controller without undue delay 

after becoming aware of a personal data breach.

The Good News: They’re requiring that you notify THEM, but not the public within 72 hours. This 

can give you some cover. The regulators will help assess is this is a breach that needs to be 

notified publicly.

The Bad News: You’re still on the hook for PCI and other Privacy Regulations (Privacy Act, 

PIPEDA, etc.)



Good News: We should be doing much of this anyways…
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1. Encryption

2. Anonymization/Masking

3. Access Control

4. Privacy Policy

5. Data Inventory

6. Application Security

7. Etc….

Layers of GDPR

More Good News: This stuff is relatively easy and 

painless to do with the IBM i



Thanks & Happy Early Data Privacy Day


